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Surveillance and Response System Architecture
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SRS Guidance and Tools



Example of Customer Complaint Surveillance Resources



AMI: Tampering Alerts 



Response Flow Chart for Backflow Alerts



Free Downloads:



Advanced Metering Infrastructure: Traditional Interconnect 
The future of SMART AMI w/ Peer to Peer (P2P) Architecture with At-The-Edge Processing?

AMI Powered valve in meter can

Command signal to close the valve 
when the ADS detects a water 
quality anomalyonly as needed.

with built-in 
SMART 
Anomaly 
Detection 
System 
(ADS)

Command signal to close 
the valve when the 
SMART ADS detects 
backflow

Data Points transmits every 5 mins: 
• Flow
• Temperature
• Pressure

only as needed.

Differences:
• Data sent when requested, not every 5 minutes
• Meters contains algorithms (ADS) and signals process command

Utility Control Center

SRS Monitoring System 
running Anomaly 
Detection System 
(ADS) software

LEGEND:

Data transmitted 
every 5 minutes

Data transmitted 
only as needed

Traditional Interconnect



Industrial Internet of Things (IIoT)

• 50 Billion things predicted to be connected to the Internet by 2020.
• Things for the water industry = sensors that are battery powered and 

generate small amounts of data 
• IIoT requires low power, low bandwidth wireless communications 

technologies
• Unlicensed frequencies:  SigFox, LoRaWAN
• Licensed frequencies (cellular answer to SigFox and LoRaWAN):  

• NB-IoT, LTE CAT-M



IIoT Typical Architecture
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Key Takeaways

• SRSs can be implementable, sustainable 
and effective
– Dual use benefits

– Adaptive as data streams can be added

• Technology will continue to evolve
– IIOT, analytics, and communications continue 

to progress and get SMART.  Security will 
always be a factor.  

• Guidance and other tools are available
– The EPA SRS team is looking to partners to 

showcase component implantation



For More Information

Nelson Mix, PE

Captain, US Public Health Service

EPA Water Security Division

mix.nelson@epa.gov 202-564-7951

Water Quality Surveillance and Response System Website
https://water.epa.gov/waterqualitysurveillance
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