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Today’s Discussion
e WRF Project 5014 Overview and Webinar Objectives
e AWIA Overview

e AWIA Execution Lessons Learned
Overview

General — AWIA Scope and Recertification, Recommended Utility
Resources, and Document Management

Risk and Resilience Assessments
Emergency Response Plans

Risk Assessment Tools

e Key Takeaways
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WRF 5014 Project Overview

e Focus: Development of a practical framework for assessing
resilience

Water, Wastewater, Stormwater utilities

e Need: Complexity of resilience and risk management

Challenges interpreting & responding to AWIA requirements
Plethora of regulations, guidelines, standards and tools
Utilities need help navigating these

Opportunity to learn from other infrastructure industries

e Continuing to build upon previous WREF resilience-related

projects
1%




Webinar Objectives

e Provide a high-level overview of AWIA requirements
e Discuss execution lessons learned in the trenches

e Help participants identify path forward

Two Important Notes:

e WRF 5014 = AWIA Compliance + Resilience Best Practices
e Today’s Webinar Focus = AWIA Compliance Only
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RISK AND RESILIENCE ASSESSMENTS ~¥EPA
AND EMERGENCY RESPONSE PLANS:

NEW REQUIREMENTS FOR
DRINKING WATER UTILITIES

RISK AND RESILIEMCE
ASSESSMENT

Your utility must conduct a risk and
resilience assessment and submit
certification of its completion to the
U.5. EFA by the following dates:

—— March 31, 00T servisg >100,000 pasple.

D-f-rﬂh 34, 200 I g 50,000
— 199,999 peopls.

| Juse 30, 2021 Il serving 3,301 t
| e peopia.

Every five years, your utility must review
the risk and resilience asesament and submit a

has been reviewed and, if necesmry, revised.

g
=
g
=
|
E:

Visit the U5, J-}'ﬁwe-'h ite to find more
imformation an guidance for developing a risk

and resilience assessment at hi E'E “ EE
waterriska on!

waker nr-ﬂwa:heu. te ~1.|I:Il|. n:k -assessment

recertification to the U5 EFA that the assessment

Section 2013 of Amenic's Water Infrastructure Actof 2018
[AWILA) requires commundty water systems* that sree
mare than 3,300 people to complete a risk and resiliznce
amessment and develop an emergency response plan.

EMERGENCY RESPOMSE PLAM

Your utility must develop or update an emergency
response plan and certify completion to the LS. EFA o
later than six months after risk and resilience asses=ment
certifiation. Each wiility deadline is unigue; howewer, the
dates below are the due dates for utilites who submit a sk
ard reslienoe acerecment certification by the final due date

acoording o the pogulabion served.

—— Saptamber 30, 2020 IF servisg 100,000 peopl
Jume 30, 021 I servisg 50,000 109, 99%
— pucps.

Decerriber 30, 2021 ¥ servisg 3,301 1n
| 4,599 puple

Within six months of submitting the recertification
far the risk and resilience assessment, your utilicy
must certify it has reviewed and, if necessary,
revised, its emergency response plan.

Visit the UL5. EPA website for guidance on
d\relpn,g Em:gnwﬂ:pnsel-’l I:
h B ESpO

lop-or-update- dn.rLkI NE-waber-or-wastews r.e
L|.|I -emeTgency-response -plan.

TOOLS OR METHODS
AWLA does not require the use of any standards, methods or tools for the risk and
resilience assessment or emergency response plan. Your utility is responsible for

+ emcruring that the risk and resiliesoe azsessment and emergency response plan address
all the criteria in AWLA Section 2013(a) and (1), respectively. The 1.5 EPA recommends
the e of standards, induding AWWA 10010 Risk and Resilience Management of Witer
amd Wastrwater Systems, along with tools from the U5 EPA and other organizations,
to facil itate soumd risk and resilience assessments and emergency response plans.

¥ Section A113 of AWLA spplies Lo communily waler sytens. Commusity walsr sysbes ans drinkisg water il thit comistently serve

i bt 35 people o 15 servics cosnecto r ear-rouimd.

Sl have queshions about the new AWIA

requiremants?
Contact the .5, Environmental Profection Agency (LS. ERR) af dwresilienceneipiiepa. gov

https://www.epa.gov/sites/production/files/2019-
04/documents/awia_factsheet_04-16-2019_v2-508.pdf

What Is AWIA?

e America’s Water Infrastructure Act of 2018
(AWIA) was passed into law in October 2018

e AWIA Section 2013 replaced the earlier
provisions in SDWA regarding bioterrorism
threat and created a new requirement for
water systems serving more than 3,300
persons to:

Conduct a Risk and Resilience Assessment
(RRA)

Prepare/revise an Emergency Response Plan
(ERP) incorporating RRA findings




When will RRAs and ERPs need to be completed?

The utilities must certify to EPA that that have
completed RRAs and ERPs by specific dates below:

Served Population Risk and Resilience Emergency Response
Assessment Plans

A

100,000 or more 3/31/2020 (2025) 9/30/2020 (2025)
Between 50,000 - 99,999 12/31/2020 6/30/2021
Between 3,301 - 49,999 6/30/2021 12/31/2021

Review/revise RRA and ERP as needed; re-certify every 5 years @

E ®




Other Requirements

e Certification to EPA required for compliance — no supporting
documents to be submitted to EPA

e Meet the requirements of AWIA Section 2013

e No standard, method or tool specified by EPA

e Certification through online portal, email, or regular mail

e Keep copy of both documents for five years after certification

e Coordination — to the extent possible, coordinate with existing local
emergency planning committees when preparing or revising RRA
and ERP

R




Where Is the Water Industry Headed?
e All-hazards risk assessment (acute and chronic risks)
e Emergency response plan informed by risk assessment

e Risk-based approach to identification and assessment of
proactive risk mitigation opportunities

e Continuous improvement within a risk management
framework

Physical
Elements of y Set Goals Tdentify
. entl
Critical Ob'aer;jives Infrastructure
Infrastructure )

Implement Risk
Management
Activities

Assess and
Analyze Risks

Measure
Effectiveness

INFORMATION SHARING

*Adapted from DHS/EPA Water and Wastewater Systems Sector-Specific Plan (2015)
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Lessons Learned -
General




AWIA Scope and Recertification

e Requirements apply only to water utilities; framework is
applicable to all types of utilities

e Taking an “all hazards approach” is very important
O e RRA # VAs by another name
e RRAs > RMPs - ERPs
 Importance of regular updating (minimum requirement:
every 5 years)




Recommended Utility Resources

e Appropriate management personnel and cross-section of
system/technical experts

e Good management development opportunity

e Good training options are available from the EPA and
AWWA (e.g., AWWA Risk and Resilience Certificate
Program - EL260+)




Document Management

e Critical information — adequate protection measures need
to be taken

Secure filesharing
Use passwords

Consider use of Non-Disclosure Agreements

e Communicate and enforce data management strategies to
be used

e Elected officials — need to balance informational value vs.
FOIA realities

R




Lessons Learned —
Risk and Resilience
Assessments




A

What will risk and resilience assessments cover?

Risks to the system: from malevolent acts and natural
hazards

Assets/systems: resilience of all physical assets from
source water to distribution system, (including security
of) electronic, computer and automated systems

Assessment of: monitoring practices, financial
infrastructure, chemical use, storage and handling, and
O&M of the system

May include evaluation of capital and operational needs

Focus broadened from terrorism to all-hazards @ 2




Risk and Resilience Assessment

e Interpretation of intent and requirements of AWIA still
requires management judgement

e Most common reference documents:

Risk Analysis and Management for Critical Asset Protection
(RAMCAP®) Standard for Risk and Resilience Management of
Water and Wastewater Systems (ANSI/AWWA J100-10 (R13)),
July 2010)

Baseline Information on Malevolent Acts for Community Water
Systems (EPA, July 2019)




J100 7-Step Process

fo'—-O-—-OJ

ASSET
CHARACTERIZATION
What assets do | have and
which are critical?

THREAT
CHARACTERIZATION
What threats and hazards
should | consider?

CONSEQUENCE
ANALYSIS

What happens to my assets if
a threat or hazard happens?

o
o

/

THREAT
ANALYSIS

What is the likelihood
that a hazard will strike
my facility?

VULNERABILITY
ANALYSIS

What are my

vulnerabilities that would
allow a threat or hazard

to cause these consequences?

D
o
o

-

RISK AND
RESILIENCE
ASSESSMENT

What is my current

level of risk and resilience?

RISK AND
RESILIENCE
MANAGEMENT
What options do | have to
reduce risks and increase

resilience? What are the
benefits and costs?




Risk and Resilience Assessment — Asset Considerations

e Previous VAs can be useful ... to a point

e |dentify reasonable number of Threat-Asset Pairs (TAPs)

e Critical assets
Consider defining at a system level

Do not include back-up or other redundancy-related measures

Definition of Critical Asset (Source: J100)

An asset whose absence or unavailability would significantly degrade
the ability of a utility to carry out its mission or would have
unacceptable financial or political consequences for the owner or the
community.

R




Risk gnd Resilience Assessment — Threat
Considerations

Natural Hazards

e Management judgment and experience is critical

e Use state and federal sources of information on different
types of natural hazards (e.g., USGS, FEMA, NOAA)




Risk and Resilience Assessment — Threat Considerations

Malevolent Acts
e EPA’s baseline information:

Starting point likelihood estimates for different types of threats
Tend to be conservative

Adjust as appropriate

e Many utilities and EPA believe insider threats >> than
outsider threats

e Need to understand how security-related subcategories
(deterrence, detection, delay, and response) and how they
relate to vulnerability score

1%/




Risk and Resilience Assessment — Threat
Considerations

Cvbersecurity

e Include both SCADA and Enterprise Systems (Finance,
Billing, CIS)

e Maintaining the same measures of consequence,
vulnerability, and likelihood allows comparison of all risks
equally

e Most common reference documents:

NIST Cyber Security Framework 1.1 for IT/Enterprise Systems

AWWA Cybersecurity Guidance and Assessment Tool 2.0 for
OT/SCADA
/ o

E ®




Rlisk and Resilience Assessment — Risk Mitigation
Plans

e Broad array of countermeasures should be considered,
including organizational

e Utility Resilience Index (URI) can provide useful
information (operational- and financial-related resilience
measures

 Develop “implementation initiatives” (costs, prioritization,
schedule)




Lessons Learned —
Risk Assessment
Tools




Risk Assessment Tools

e Most common risk assessment tools:
EPA Vulnerability Self -Assessment Tool (VSAT Web 2.0)

EPA Guidance for Small Community Water Systems on Risk and
Resilience Assessments

Utility Resilience Index (URI)
Utility or consultant-developed spreadsheet tools

AWWA Cybersecurity Guidance and Assessment Tool 2.0 for
OT/SCADA

NIST Cyber Security Framework 1.1 for IT/Enterprise Systems

&




Table 4b: Pretreatment and Treatment (NMatural Hazards)

Asset Category: Pretreatment and Treatment

Examples of Assets in this Category: Encompasses all unlt processes that 8 water system uses to ensure water
mests regulatory public health and aesthetic standards prior to distribution to customers. Possiblie examples
Include sedimantation, filtration, disinfection, and chemical treatment. For the risk assessment, individual treatment
processas at a facillty may be grouped together and analyzed as a single assat If they have a similar risk profile.

MNatural Hazards

Select the natural hazards In
the left column that posea

significant risk to this asset
category at the CWS.

Brief Description of Impacts

I you select a natural hazard In the left column as a significant risk to the
Pretregtment and Treotment asset category, briefly describe In the right column
how the natural hazard could Impact this asset category at the CWS. Include effects
on major assets, water service, and public health as applicable.

O Fiood

https://www.epa.gov/waterresilience/small-system-risk-and-
resilience-assessment-checklist

EPA Guidance for Small Community Water
Systems on Risk and Resilience Assessments

e Intended for small community water
systems serving less than 50,000 people

e Checklist approach (fillable pdf or word
document available)

e Description of potential impacts by critical
asset and threat

e List of countermeasures (optional)



https://www.epa.gov/waterresilience/small-system-risk-and-resilience-assessment-checklist

EPA VSAT WEB 2.0

e Web-based tool for
assessing risk and resilience

e Resilience assessment at
utility level (URI)

e Risk assessment follows the
J100 process

e Consequence analysis uses
the EPA WHEAT engine

e Baseline risk monetized to
S/year

e Provides a pdf report

W) B tpsvsatepagowy

ABOUT VSAT @

WEA T ig & Tool for azeeszing nek and resilience at dnnking water and wastewster yatems. It can be uzed to
egtimate risks from malevolent threats and natural hazards and to evaluate imprevements for increased
security and residlience. CPA designed VEAT Web 2.0 to help water systems comply with America's Water
Infragtruciure Acl.

AMERICA™S WATER INFRASTRUCTURE ACT
Amenica’s Water Infrastructure Act (AWIA) became law in 20718,

+ AWIA requires each community water system serving more than 3,300 people to ass=ss the risks to and
resiliznce of its aystem to malevolent acts and netural hezards.

= AWIA has a list of water system components thal the risk assessment must inchede, but AWIA does nol
requine the use of a specific method to conduct the assessment

+ Water systems must submit a certification to EPA that the system conducted the assesement.

LEARN MORE ABOUT VSAT WEB 2.0 AND AWIA

Ton bearn hovws Do use WEAT Weh 2.0 (o condust & risk assessment Thal complies with AW1A, g2 the lulorials
bresdrw,

Rigk Aszessment Baslce™
AWIA Requirements Tor Risk and Reslllence Assessment™

Using VSAT Web 2.0

DISCLAIMER

L - @ G| rravel & Brpense (2 vsAT web

#° START NEW ANALYSIS

& IMPORT VSAT WEB 2.0 FILE

EXISTING ANALYSIS LIST

BRADOSVILLE (g B, 2019 T52-41 AM)

PCWA_20150506150713 {Sep 6, 201% 8:58:08 AM)




Resilience Assessment

Operational Indicators

O1: Emergency Response Plan (ERP)

0O2: National Incident Management System
(NIMS) Compliance

O3: Mutual Aid and Assistance

O4: Emergency Power for Critical Operations

O5: Ability to Meet Minimum Daily Demand
(Water) or Treatment (Wastewater)

O6: Critical Parts and Equipment

O7: Critical Staff Resilience

Operational indicators reflect the utility's tactical
capacity to react quickly and/or cope with various
incidents that have the potential to disrupt service.

AWWA J100 Appendix H,
Kevin M. Morley, AWWA
Opflow August 2019

e Utility Resilience Index (URI) -

a score between 0 - 100%

Financial Indicators

F1: Business Continuity Plan (BCP)
F2: Utility Bond Rating

F3: GASB Assessment

F4: Unemployment

F5: Median Household Income

Financial indicators reflect the utility's fiscal capacity
to react quickly and/or cope with various incidents
that have the potential to disrupt revenue and costs.

R




Utility or Consultant-developed Spreadsheet Tools

e Large systems

e Large amount of data available

Ability to customize criteria and easily update data
e Query, summarize, report results

e Integration with other systems

o AWLA Threat Assessment Dashboard




Advantages of NIST/NCSR for IT/Enterprise Systems

* Focused on enterprise systems. Can be used for SCADA as well.

e Some utilities have already used the NCSR to meet a DHS grant
program requirements

* For HIPPA compliant organizations, can translate the NCSR scores to
HIPAA Security Rule scores

e National NCSR database allows baseline comparison

Advantages of AWWA for OT/SCADA Systems

e Focused on industrial control systems (SCADA) with some enterprise
qguestions.

e SCADA terms and examples are used in the questions
e Easily maps to J100 and VSAT

Both are self assessments, 100+ questions
Scanning of networks / penetration testing if desired




Lessons Learned
— Emergency
Response Plans




What should emergency response plans cover?

Strategies and Resources

Roles and responsibilities, Incident Command System,
communications

Emergency Plans and Procedures

Response plans and procedures (core and incident specific),
list of equipment

Risk Mitigation Actions

Alternative source water, interconnections, redundancy
improvements, asset hardening, physical and cybersecurity
countermeasures

Detection Strategies

Intrusion detection, source water contamination, cyber
intrusion, chemical release, etc.

o
d




Emergency Response Plans

TABLE OF CONTENTS

UTILITY INFORMATION

e Most common reference documents:

i Personnel Information

iii Primary Utility Component

iv Industry Chemical Handling and Storage Facilities

- Emergency Planning for Water and

vi Response Resources T

— Wastewater Utilities (AWWA, M19, 2018)

1.1 Emergency Response Roles

1.2 Incident Command System (ICS) Roles.....

| | EPA Emergency Response Plan Template and

1.4 Media Outreach and Risk Communication.

1.5 Public Notification Templates .

EPA Incident Action Checklists for Water

2.1 Core Response Procedures ...

2.2 Incident-Specific Response Procedures ...

3 MITIGATION ACTIONS U t I It I e S

3.1 Alternative Source Water Options an d Interconnecte d Utilities

3.2 Other Mitigation Actions
4 DETECTION STRATEGIES

4.1 Unauthorized Entry into Utility Facilities

e e Consider state regulatory requirements

4.3 Cyber Intrusion

4.4 Hazardous Chemical Release

4.5 Natural Hazard:

e Update annually or after each major event
or significant change

Community Water System Emergency Response Plan Template and Instructions

awia_erp template instructions kab 508c v6.pdf @

E ®



https://www.epa.gov/sites/production/files/2019-07/documents/190712-awia_erp_template_instructions_kab_508c_v6.pdf

Additional Resources on RRAs and ERPs

e EPA — AWIA Section 2013 Technical
Assistance Primer

e EPA — Risk Assessment and ERP
Requirements Training

i | e AWWA Utility Risk and Resilience
ok i LN Y Certificate Program
AW A Execution

lessons Learned e WRF 5014 — AWIA Execution Lessons

Learned

E BLACK & VEATCH

https://www.waterrf.org/resource/awia-execution-lessons-
learned
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Key Takeaways

e Start early

e Get the right managerial/technical resources in place
e RRA # VAs by another name

e RRAs - RMPs - ERPs (RMP level of detail/timing)

e Match tools and approach to the size and complexity of
your organization

e Use of AWWA and EPA guidance documents and tools is
great place to start

e Leverage the experience of others

R




WRF 5014 PROJECT DELIVERABLES AND DEADLINES

Deliverable

Case Studies October 2020
Practical Framework December 2020
Final Project Presentation February 2021

Please check WRF 5014 website for updates




MAY 2020

For More Information Regarding
Execution Lessons Learne

e BVV’s AWIA Execution Lessons Learned

uide
AWIA Execution .
Lessons Learned https://www.waterrf.org/system/files/reso

Sace & earen n Ta et urce/2020-06/ProjectPaper-5014-2.pdf

Water E BLACK & VEATCH

Research

Draft Literature Review , [ @

WRF Project 5014

There are numerous guidance documents, standards, frameworks, and tools available to water utilities covering the various aspects of risk and resilience

L] L] L] [ ]
planning and emergency preparedness. Black & Veatch conducted a literature review of the most relevant regulations, guidelines, framewaorks, and ’
models/tools that exist. A description of each and a discussion of specific elements, their applicability, pros/cons, etc. were compiled. This draft review is . I l n I I I v I W
currently being reviewed by WRF, PAC, and this project’s participating utilities

Forty-nine, one- to two-page document summaries are shown in the table below, followed by the actual summaries.
Table 1 Document Summary

REF. | DOCUMENT r
NO | REF.NO. DOCUMENT TITLE TYPE OF DOCUMENT | INDUSTRY | FOCUS AREA S u m m a
G-AWWA-

AWWA Water Sector Cyb by Risk M. + Guid Guideline/Framework | Water RRA
01 | cormG WWA Water Sector Cybersecurity Risk Management Guidance cybersecurity

02 | RSDWAXIV | Safe Drinking Water Act Regulation Water General

N e il Il https://www.waterrf.org/system/files/reso

G-NIST- NIST Framework for Improving Critical Infrastructure Guideline/Framework | General RRA
cswp Cybersecurity Cybersecurity

e | et et Pt e urce / 2020-05 / P roj ectPa per- 5014-1. P df

T-AEM- General General
AEM Corp PARRE for 1100 Tool
PARRE

G-AWWA- | AWWA Protecting the Water Sector's Critical General General
PWSCI Information

ot been reviewed by WRF L materials, nor has the

‘accuracyof its informatian o cancl the information is not is & iewed and evaluated by

WRF, it should not ' 1 WRF. 02020 The i No part of thi be
4, or otherwise




gg Questions?

@ E Contact Us

Jian Zhang Will Williams Ahmet Ozman Kevin Harper
JZhang@waterrf.org WilliamsWD@bv.com OzmanAN@bv.com HarperKM@bv.com



