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https://water.epa.gov/waterqualitysurveillance

The Intelllgent Water Network Summit
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Surveillance and Response System Architecture

Source Water Monitoring Advanced Metering Infrastructure

Surveillance Response
Consequence

Online Water Enhanced Security
Quality Monitoring Monitoring Take corrective Management
action if necessary, (TSR T e
then resume routine
surveillance.

Can distribution

system contamination
be ruled out?

Sampling and
If unusual water Analysis
quality is detected, :
an alert generated
and investigated.

Public Health

Customer Complaint
Surveillance

Surveillance
§ N
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Search EPA.gov Q

- . CONTACT US
Water Quality Surveillance and Response suee () @) (@) @

Other Resources

Defining information management system requirements is a -
S i3 Etd X q & = Water Resilience

critical step in the design of an effective SRS.

research

Join Our Email List

Implement

® Surveillance and response system {SRS) ® Assess existing SRS capabilities #* Access guidance and tools
fact shest # Develop and conduct exercises
® SRS primers

® SRS case studies
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SRS Guidance and Tools
Environmental Topics Laws & Regulations About EPA Q

CONTACT US

Water Quality Surveillance and Response suare (F) (@) (P)

Water Quality Surveillance

& Response Home Water Quality Surveillance and
o Response Systems Guidance and
Design a Surveillance & TOO]-S

Response System

Guidance & Tools EPA offers documents and tools to support the
design and implementation of Surveillance and

Response Systems.

» System Design Resources

« Online Water Quality Monitoring Resources

« Enhanced Security Monitoring Resources

« Customer Complaint Surveillance Resources

« Public Health Surveillance Resources

« Consequence Management Resources

« Sampling and Analysis Resources
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Example of Customer Complaint Surveillance Resources

LUinited States

E

Environmental Topics

hgency

Water Quality Surveillance and Response

Water Quality Surveillance
& Response Home

Erviranmental Pratection

Primers

Case Studies

Design a Surveillance &
Response System

Guidance & Tools

Laws & Repulations About EPA

Search EPA.gov Q

CONTACT US

Water Quality Surveillance and
Response System Customer
Complaint Surveillance Resources

These products support the design and implementation of Customer Complaint Surveillance (CCS), a
component of a Surveillance and Response System (SRS).

« Threshold Analysis Tool (4 pp, < ME) A software tool used to develop alert thresholds for customer
water quality complaints.

= Alarm Estimation Tool (1 pg, 260 ) Aspreadsheet tool used to estimate the number of CCS alerts
generated at a given alert threshold.

You may need Adobe Reader to view files on this page. 5ee EPA’s About PDF page to leam
more.

« Evaluati fthe C . laint S il .
Fthe Cincinnati C ination Wamning Pilot (PDF)
(24 pp, 2 MB)
This component monitors water quality complaint data to
identify abnormally high velumes or spatial clustering of
complaints that may be indicative of drinking water
contamination.
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Usage Details Telog Pressure Event Continuous Leak Flag

Tampering

DMA Volume Anomalies Intermittent Leak Flag Backflow Flags
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Response Flow Chart for Backflow Alerts
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Free Downloads:
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Advanced Metering Infrastructure TraditionalHnterconnect

The future of SMART AMI w/ Peer to Peer (P2P) Architecture with At-The-Edge Processing?

Utility Control Center

SRS Monitoring System
i g S
- 5

- —(ABS)-software

, \
Vé A)
V4 \
,/ AN Command signal to close the valve
Data Points t 1o 20y as needed. ’ \ —wher-the-ABS-detectsarwate——
S-every-5-mins: .
L aslovtv)ln s transmi _x S/ \\ nomalys needed.
4
* Temperature ,' \\
* Pressure :[><] .
AMI Powered valve in meter can
with built-in
SMART
Anomaly
Detection Command signal to close LEGEND:
System the valve when the )
—>>Data-transmitted-
(ADS) SMART ADS detects X
backflow SVeTy'S utes
Differences:

Data sent when requested, not every 5 minutes
Meters contains algorithms (ADS) and signals process command

- - Data transmitted
only as needed
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Industrial Internet of Things (lloT)

e 50 Billion things predicted to be connected to the Internet by 2020.

e Things for the water industry = sensors that are battery powered and
generate small amounts of data

 lloT requires low power, low bandwidth wireless communications
technologies
e Unlicensed frequencies: SigFox, LoRaWAN
e Licensed frequencies (cellular answer to SigFox and LoRaWAN):
 NB-loT, LTE CAT-M
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lloT Typical Architecture

SENSORS
(battery CLOUD-BASED
powered) STORAGE,
GATEWAY ANALYTICS,
VISUALIZATION
Wi-Fi MOBILE
”(?T Ethernet, .
wireless 3G/4G, or

technology WiFi




O Yew - s
O g L ‘.‘-',; O \-tr‘\!« % '
< EPA | et
A\ Y 4

Key Takeaways

SRSs can be implementable, sustainable
and effective

— Dual use benefits
— Adaptive as data streams can be added
 Technology will continue to evolve

— 110T, analytics, and communications continue
to progress and get SMART. Security will
always be a factor.

Guidance and other tools are available

— The EPA SRS team is looking to partners to
showcase component implantation
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For More Information
Water Quality Surveillance and Response System Website

https://water.epa.gov/waterqualitysurveillance

Espafiol | b @A | chaz iRME | Tiéngvigt | =

o)
Ny’
Y4 US Environmental Protection Agency

Search EPA.gov Q

Learn the Issues Science & Technology Laws & Regulations About EPA

Water Quality Surveillance and Response ContactUs  Share

Response Other Resources

Learn about Water Quality Surveillance and Response . S
Join Our Email List

Systems and the benefits they provide to drinking water

utitities B « Water Resilience

* Water Sector evaluation of SRS

Contamination program

+ Contamination detection
research

« AWWA Partnership for Safe
Water

Learn Assess Implement
@ Surveillance and Response @ Design an SRS @ Access guidance and tools
System (SRS) basics @ Develop and conduct exercises

@ SRS components

Nelson Mix, PE = skscase studies
Captain, US Public Health Service
EPA Water Security Division
mix.nelson@epa.gov 202-564-7951
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