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Internet of Things (IoT) and 
Smart Communities/Cities
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Global City Teams Challenge 
(GCTC)

• Establish and demonstrate replicable, scalable 
and sustainable models for collaborative 
incubation and deployment of interoperable, 
standard-based Internet of Things (IoT) solutions 
and demonstrate their tangible and measurable
benefits in communities and cities

• Tackle the cybersecurity, privacy, and 
trustworthiness issues as the first order concern. 
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GCTC Approach
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GCTC Structure
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• Action Cluster is the basic unit of participation. It is a team of technology 
providers and one or more municipal partners. Action Cluster may choose 
to be affiliated with a SuperCluster.

• SuperCluster is a collaboration of Action Clusters with participation from 
additional individual entities.

Layer 1

Layer 2

Layer 3

Layer 4

Expo Exhibit/Presentation Opportunities
- Layer 1-3: Eligible for an independent exhibit space and a presentation slot, assuming municipal participation
- Layer 4: Can be part of a SuperCluster exhibit/presentation, but no independent space/presentation slot

NIST



NIST



GCTC Clusters
• Over 250 Action Clusters since 2014

• 160+ cities and communities, 400+ companies, universities, non-
profits 

• https://pages.nist.gov/GCTC/action-clusters/

• 7 SuperClusters
• Transportation
• Public Safety
• Utility
• Wireless
• City Data Platform
• Data Governance/Exchange (New)
• Agriculture and Rural area (New)

• More information: https://pages.nist.gov/GCTC/super-clusters/
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Smart City Blueprints from 
SuperClusters

- The Main Goal

“Help the cities and communities to jumpstart planning and 
deployment of replicable and successful best practices 
without going through the painful and complicated process 
that other cities may have already gone through.”

- Download for free at https://pages.nist.gov/GCTC/super-
clusters/
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2018 GCTC-Smart and Secure Cities 
and Communities Challenge (SC3)

• Many cities and communities are aware of the 
cybersecurity, privacy, trustworthiness risks in their 
deployments, but not many of them have a clear vision 
and expertise to address them.

• Industry stakeholders are eager to address 
cybersecurity, privacy, and trustworthiness issues in 
smart cities/communities as well, but struggling to find a 
clear business and engagement model.

• 2018 GCTC, in partnership with US Department of 
Homeland Security Science and Technology Directorate  
(DHS S&T) will tackle these issues as the first order 
concern.
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2018 SC3 Concept
NIST
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 Building on NIST’s Global City Teams Challenge (GCTC) 
program, NIST and DHS S&T will run a 12-14 months 
program for teams of cities and innovators to demonstrate 
value and return on investment for designed-in 
trustworthiness for smart city deployments.



SC3 Schedule
• February 6-8, 2018, FHI Conference Center, Washington, DC

• 750 registered attendees
• 50+ speakers and over 30 cities, communities, states, and countries represented
• 7 Official SuperClusters
• 6 Breakout sessions
• 3 Plenary sessions
• 5 Sidebar group meetings
• Security and privacy experts from DHS and NIST

• June 2018, Mid-course Tech Jam, Portland, Oregon, USA

• Winter 2018/Spring 2019, SC3 Expo (location TBD)
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For More Information
• Contact

• Sokwoo Rhee (sokwoo.rhee@nist.gov)
• Scott Tousley (scott.tousley@hq.dhs.gov)
• Gary Dennis (gary.dennis@associates.hq.dhs.gov)

• Participation Guide
• https://pages.nist.gov/GCTC/about/participation-guide/

• News
• https://pages.nist.gov/GCTC/news/

• GCTC web sites: 
• https://pages.nist.gov/GCTC/
• https://www.nist.gov/el/cyber-physical-systems/smart-americaglobal-cities

• To sign up for updates:
• Mailto:gctcinfo@nist.gov with “Subscribe” in the subject line.
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